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Biometrics Research

Biometric research is the study of subconscious processes related to attention,
cognition, emotion, and physiological arousal.

Many researchers worldwide study both explicit and implicit behavior. There is
more to behavior than what the eye can see.

* Fingerprints

* Photo and video

* Physiological recognition
Facial recognition is the second most common type of authentication,
according to Spiceworks, in place at 14 percent of companies. Other
image-based authentication methods include hand geometry recognition,
used by 5 percent of companies, iris or retinal scanning, palm vein
recognition, and ear recognition.

* Voice

« Signature

 DNA
In practice, DNA sequencing has been too slow for widespread use. This is
starting to change.
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Industrial Internet of Things ;,ll'é*-
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loT-enabled pumping systems enable industries to install a connected, flexible, and
efficient pumping system. Industrial Internet of things (lloT) can transform the
way industries work. It can create autonomous self-healing machines and enhance
inventories using machine-learning.

The only difference between those two is their general usages. While 10T is most
commonly used for consumer usage, 0T is used for industrial purpose such as
manufacturing, supply chain monitor and management system.

Industrial 10T platform? defines the market for industrial Internet of Things
(lloT) platforms as a set of integrated software capabilities. The lloT platform may
be consumed as a technology suite or as an open and general-purpose
application platform, or both in combination.

What does 4.0 mean?
Industry 4.0 refers to a new phase in the Industrial Revolution that focuses heavily
on interconnectivity, automation, machine learning, and real-time data.
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BiolloT Market Trends

The biometrics market in 2020 — changing dynamics due to pandemic

The biometrics market in a contact-less world
The biometrics market and our built environment

The contact biometrics market declines as new needs lead to shifts
in investments

The biometrics consumer market in 2020 — fingerprint sensors and
smartphones

Artificial intelligence biometric firms in the overall 2020 biometrics
market

Gateways Power Nearly Every loT Market as ABI Research Forecasts
Global Shipments to Exceed 64 Million Units in 2021
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Industry 4.0

INDUSTRY 4.0 -

©

the digital transformation

3rd platform, innovation accelerators, OT and manufacturing meet in transformation

FROM INDUSTRY 4.0 TO FOURTH INDUSTRIAL REVOLUTION
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Research Study Material

Biometric research is the study
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Biometrics Is BAD

Biometrics are horribly inaccurate

While your fingerprint might be (nearly) unique in the world, what is stored and subsequently
measured during authentication is not. Your fingerprint (or iris, retina, face, etc.) is not stored
and measured as a highly detailed picture.

Biometrics can’t be done by everyone

Biometrics are not secret

Biometric data is easy to copy

Biometrics are easy to fool

Biometric vulnerabilities are more true in remote scenarios

What biometric authentication | accept

| feel better about biometrics when they are paired with at least one other secret authentication
factor that isn’t a biometric attribute—for example, when | see fingerprint swipers that are
required to also put in PINs or plug in a smartcard. I'll accept biometrics as an identifier, like

typing in your logon name or email address, used as an act of convenience, but not as a sole
authentication secret to prove that who is logging on is you.
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enterprise Biometrics

Product 2k2k (eBio) Initial Abstract of an Idea

Purpose: Design to benefit both technical and non-technical professionals, this real
world information will enable developers to develop biometric solutions without
compromising the intended security enhancement.

Target Business Audience: BioMetrics User/client Services (Regional/International)

Features:

Developing a common methodology for software developers looking to integrate
biometrics (MultiModal Modalities) into their applications

— End user education

— Making applications easier to use via biometrics

— Common Ul (User Interface) issues regarding biometrics
— User enrollment problems and solutions

— Client/Server programming issues to consider

— Frequent error conditions and how to handle them

— Audit and event logs issues while addressing privacy

Muhammad Imran PhD CS BiolloT-2K2K



enterprise Biometrics

Seamlessly developing biometrics to enhance your existing security
— Template storage and management issues

— Template encryption issues

— Security and integrity of biometric data from source to output

— Potential security threats and solutions to them

— Export restrictions regarding certain biometric implementations

Developing API’'s (Application Programming Interface)
— Current status of the biometric API's

— How to use and which is best for you?

— API’'s and implementing a secure system

— API's and non-PC platforms

— Exploring template compatibility

© 2020 enterprise BioMetrics
mimran@enterpriseRAS.com
300-9829-300
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